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Agenda

About Aarno & VSHN.ch
From Dev to DevOps to DevSecOps
DevOps/AppSec/DevSecOps/SecOps?
Automating Operations to include security
o Build
Test
Deployment
Ops
m Software containers & container orchestration: Docker & Kubernetes
m Cloud Native Computing

e [T Governance improvements

o O O
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About Aarno & VSHN.ch

@aarnoaukia http://about.me/aarno aarno.aukia@vshn.ch

ETH — Google — Atrila — VSHN

VSHN - The DevOps Company

Since 2014, currently 37 VSHNeers in Zurich, Switzerland

iSG Provider Lens

Helping Developers run applications on any infrastructure making both visitors
happy with stability and developers happy with agility
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Software Project Management

Requirements Implementation Validation Maintenance

\ J
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Software Project Management: Dev vs. Ops

Biz

Ops
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OPS = Firefighting-as-a-Service ?




Evolution Characteristics Method of
achievement
Productivity,
Improved feedback
Optimising into the process Automation 41..“’
lete control
Quantitative) Comp
Managed ( structures,
9 Measured process ¢ 0o &
(Qualitative) Process Policies, procedures
Defined defined and and standards, defined
Institutionalised corporate knowledge
(Intuitive) Process Quali
Repeatable dependent on ality people, defined
o< individuals tasks
Initial (Ad hoc/chaotic) Undefined tasks, relies

on initiative

Risk
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Capability Maturity Model Integration (CMMI)

How to get to
this level?

Operations
2014
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End users /
visitors

People, Processes & Tools
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DevOps: People, Processes & Tools

Collaboration between software developers and operations:

Teamwork

Continuous improvement

Efficient and lean

Agile: being able to react to new requirements
Automate as much as possible (“Infrastructure as code”)

VSHN - The DevOps Company



Software Project Management: DevOps
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Software Project Management: DevSecOps

Todo-List Data & Risks Secu.re Valldatlon
Practices

f@wi} Availability auditability | traceability

VSHN - The DevOps Company
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Areas of security improvement

e Developer education, requirements engineering, design review -> AppSec
e Software Build/Deployment/Operations -> DevSecOps
e Incident detection & management -> SecOps

VSHN - The DevOps Company
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DevSecOps principles

1 Increase Trust And Transparency Between Dev, Sec, And Ops

Discard Detailed Security Road Maps In Favor Of Incremental
Improvements

Govern With Automated Audit Trails

VSHN - The DevOps Company
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Build

e static code analysis automatically for each commit
e Dependency Management
e (base) container image scanning

VSHN - The DevOps Company
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Code analysis: sonarqube
Quality Gate

L Leak Period: since 7.1.1-SNAPSHOT
Bugs Vulnerabilities i e

4 11® 0% 29

% Bugs © Vulnerabilities £ New Bugs © New Vulnerabilities
Code Smells
67d9® 2.6k 2d® 58
Debt & Code Smells New Debt & New Code Smells
Coverage
(0)
O 90.1% 18k 87.4%
Coverage Unit Tests COSge DY

5.3K New Lines to Cover

VSHN - The DevOps Company
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Dependency updates: https://dependabot.com

] arska / python-helloworld @unwatch~ 1 Hstar 0  YFork 2

Code Issues 0 9 Pull requests 6 Projects 0 Wiki Insights Settings

Filters v is:pris:open Labels Milestones New pull request

§1 6 Open v 13 Closed Author ~ Labels v Projects v Milestones ~ Reviews v Assignee v Sort v

I% Bump redis from 2.10.6 to 3.0.1
#19 opened 18 days ago by dependabot  bot

7 Bump psycopg?2 from 2.7.5 to 2.7.6.1
#18 opened 22 days ago by dependabot bot

[7 Bump markupsafe from 1.0 to 1.1.0
#17 opened 28 days ago by dependabot bot

1) Bump itsdangerous from 0.24 to 1.1.0
#16 opened on 29 Oct by dependabot bot

% Bump click from 6.7 to 7.0

#14 opened on 26 Sep by dependabot bot

1 Bump postgres from 2.2.1to 2.2.2
#13 opened on 13 Sep by dependabot bot

VSHN - The DevOps Company 20
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Container scanning: aquasec

Assurance Policies > DockerHub

Descrigtion  fnages pulled from the Docker Hud

@ Scope 9pphes 1o cbI0CS hat meet ALL critena. Cick 00 the S3vanced bticn 10 Create 30 advanced Scope *i* CVE Blaciis!
= N
: b ' ACKAGe!
- Acton (4 Create an a8t message when image faded Required Packages
% Fall the Aqua stép in CLCD

4 Block falied images from running on hosts © I+ Vidnerability Seve

.:.. SCAP 3
Super User

0SS Licenses Blackiist -

Thes control chaxk:

R ANO0CS ¢ Confgured 10 run waith root” user and if MIcrosoft Windows #1oges ae confgured 10 run 33

o ’
(03] ST SIS rator

4 Enable ‘super user’ contral **  Approved Base Images
E3

i Custom Comphance Checks

Package Blacklist
w Vulnerability Score

This control checks if images have vulnerabilities that exceeded or matched the selected score

4 Enable vuinerability score control

@ VSHN - The DevOps Company
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Test

e smoke tests
e testenvs “adiscretion”

VSHN - The DevOps Company
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Deployment

e atomic container deployment

e everydeployment (and rollback) is a “normal deployment”

e deployment automation removes need for (all) devs root prod access and/or
waiting for ops to deploy new dev version

VSHN - The DevOps Company
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Ops

standardization on (minimal, hardened) OS and container orchestrator
immutable (application) infrastructure using containers
process/storage/network separation of applications/environments
detect/prevent configuration drift between dev/test/stage/prod envs
documentation & automatic backup of all volumes

documentation & monitoring of routes/loadbalancers/ingresspoints with
enforcing SSL/TLS

AAl for admin & application

key & secrets management

audit logging of control & application planes

VSHN - The DevOps Company
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Container isolation

Kernel namespacing (process & network)

Control groups (resource quota to prevent DoS)

SELinux (additional syscall filter)

prevent running as root inside container, no user-provided privileged
containers (enforce best practice)

e readonly container filesystem (harder to persist exploit at runtime)

VSHN - The DevOps Company
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Network

Storage

Dev vshn.ch
-y Data Managemen
Traditional IT governance

e “Full Stack Audit” Ops
e Review design document
e FEvery layer was custom built

o physical hardware '

o handcrafted servers

o manual application deployment
e Review each layer m nfra
e Review each layer again next year... _ (Cloud)

VSHN - The DevOps Company



Cloud native IT governance

e Standardized components

o already audited, some even externally certified

o re-used, economies of scale, CMMI level 5

o tech controls (AAIl, RBAC, logs/SIEM) implemented once
o  financial controls implemented once

e Infrastructure: private/public cloud

e Ops: Container orchestration platform

e Review design document & platform
configuration

VSHN - The DevOps Company
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Network

Storage

Dev
Operating System
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IT governance controls in container platforms

e prevent configuration drift
o immutable (application) infrastructure using containers
o deploy dev/test/stage/prod envs from CI/CD
e prevent manual errors
o validate configuration in Cl/CD before deployment
o standardization on (minimal, hardened) OS and container orchestrator
o deployment automation removes need for (most) root prod access
e security by default
image scanning, dependency vulnerability management
process/storage/network separation of applications/environments
volumes & ingresspoints best practice (documentation, monitoring, backup, SSL/TLS/WAF)
AAl for admin & application, audit trail logging of CI/CD, control & application planes
key & secrets management

o O O O O

VSHN - The DevOps Company



Thank you

Please get in touch with feedback

Twitter: @aarnoaukia

Linkedin: https://www.linkedin.com/in/aukia/
Email: aarno.aukia@vshn.ch

DevSecOps Forum: V“E V\E

https://www.sig-switzerland.ch/devsecops forum/

VSHN - The DevOps Company
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ome visit us for a coffee!
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